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Introduction

Rapid increase in computational power over the last decade enables the processing of
large amounts of personal data. IT applications these days deal with 'big data' and rely
on data-science and data-driven decision making. On one hand, using data science researchers can predict an epidemic with high accuracy [1–3] , efficiently design traffic
system for a city [4, 5] etc. On the other hand, data science is also being used by companies to process personal data of their customers for direct marketing [6, 7]. Constantly
reducing prices for storage and computational power lure companies to collect more
data than actually required, which is either used for present applications or stored for
later exploitation [8]. However, this increasing amount of personal data collection
makes companies vulnerable to privacy breaches. In simple words, the increased risk
of misuse can be directly correlated with the amount of personal data [9, 10]. Hence, to
protect customers' data and privacy, the regulators are adapting and making the regulations stricter [11]. Upcoming EU General Data Protection Regulation (GDPR) is one
such example where data protection authorities would now be allowed to fine the companies which do not comply with the regulation [12]. The fines can cost up to 4% of a
company’s global annual turnover. Consequently, companies will need to verify the
compliance of their existing applications and make required changes in due time. We
believe that tools which would help companies in checking and certifying compliance
will have a lot of potential in the next 2-3 years, especially to avoid the hefty fines.
Even Art 39 of GDPR discusses the need for establishing certification mechanisms for
demonstrating compliance. However, GDPR is a legal document which involves subjectivity. Due to the subjectivity, it is difficult to completely automate the compliance
checking and hence human intervention is required in this process. Also, a few articles
currently lack best practices, for example standardized icons mentioned in Art 12 para
4b, format for data portability in Art 18 para 2 and consent authorization for child related processing mentioned in Art 8 para 1a. Nonetheless, this subjectivity and lack of
best practices give rise to a number of challenges and opportunities for compliance
certifying tools. For this research, focus is on compliance requirements for the regulation and automated tools for checking it. Requirements are classified as objective and
subjective. Automated tools can check objective requirements based on a rule but cannot easily judge the subjective parts. For subjective parts, current best practices are
evaluated and gaps between these best practices and the requirements are identified.
These current best practices help in judging uncertainty for complying with subjective
parts of the regulation. Hence, uncertainty is the approach used for subjective parts.
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Framework to gauge uncertainty

2.1
Identifying articles with subjectivity
First articles from regulation are classified into objective and subjective so that the articles difficult for automated tools due to subjectivity can be segregated. Objective category contains paragraphs which can be checked via objective yes/no questions. For
example, para 1 of Art 14 lists the information that should be provided to the data subject. Here, the compliance can be checked with a yes/no question like – ‘Is the identity
and contact details of the controller shared with the data subject?’ The subjective category contains paragraphs which are difficult to measure objectively i.e. cannot be
simply checked by a yes/no question. For example, para 1 of Art 12 expects that controllers communicate the processing of personal data to data subject in a "concise, transparent, intelligible and easily accessible form, using clear and plain language". Currently, as there is no scale to measure transparency or clarity in the language this requirement is subjective. Similarly, this category also contains paragraphs which have
some subjectivity making it difficult for a tool to judge in an automated way. For example, art 5 para 1 (c) requires controllers to collect only adequate data ("data minimization"). In this case, a tool can check if all data fields being collected have a purpose
defined but then human intervention would be required to judge whether that is legitimate and if that is the minimum possible data required to fulfil a defined purpose.
Hence, checking compliance for subjective articles is not only a challenge but also an
opportunity to translate them into objective requirements for compliance checking
tools.
2.2
Analysis for Subjectivity: Challenges and Opportunities in Art 12
Second, based on the classification done in previous section, next we focus on the analysis of subjective parts. For the identified subjective parts in section 2.1, it is difficult
to have a yes/no question to gauge compliance. Hence, an uncertainly scale can be introduced for tools to automate the process of compliance checks, which would represent
a confidence level with which it estimated the compliance level. For this paper, the
focus is specifically on subjectivity in article 12 -“Transparent information, communication and modalities for exercising the rights of the data subject”. Through this article,
controllers are asked to communicate with the data subjects in a concise, transparent,
intelligible and easily accessible form, using clear and plain language. These requirements are highly subjective and difficult to check by automated means without human
intervention. Usually, this communication is done with the help of privacy policies to
assist data-subjects in making informed privacy decisions [13]. Hence, mainly privacy
policies are analysed for compliance with Art12. Art12 para 1 mentions following criteria: 1) concise, 2) transparent, 3) intelligible, 4) easily accessible form, 5) clear and
plain language. Easily accessible form can be broken down into usability and accessibility. Similarly the concept of readability relates to both intelligibility and easy and
plain language. Transparency with respect to Art 12 has complex interpretation and
depends on all other criteria and also includes completeness. In the subsequent part,
these measures would be elaborated. Hence, based on the above 5 criteria, we propose

following constructs to be used for measuring uncertainty to comply with Art 12 – 1)
conciseness, 2) readability, 3) usability, 4) accessibility and 5) completeness.
Conciseness
In their book The Elements of style, Strunk and White describe the requirements for
conciseness as – “A sentence should contain no unnecessary words, a paragraph no
unnecessary sentences...” [14]. Oxford dictionary defines concise as “Giving a lot of
information clearly and in a few words” [15]. Regarding conciseness of privacy policies, to best of our knowledge, there are no benchmarks defined in literature setting
guidelines for conciseness of a privacy policy. On the contrary, many studies have
shown that as the policies are long and difficult to read, the data subjects ignore them
[13, 16]. Aiming for conciseness, there have been research on illustrating privacy policies as short standardized tables (“nutrition labels”) [17] which were later proved to
be not effective in comparison to a usual text based policies [18]. To show how impractical it is to read privacy policies, a study in US estimated that if Americans were to
read online privacy policies word-to-word then the total time lost would have an approx. annual value of $781 billion [19]. Hence, based on these definitions and studies I
argue that number of total words in a privacy policy can give and idea of conciseness
which can then be used to check compliance for being concise.
Readability
Readability is defined as a measure of difficulty experienced by people reading a given
text [20]. Flesch refers to readability as comprehension difficulty [21]. It is thus related
to requirements of intelligibility and use of clear and plain language. In the literature,
there are a lot of statistical formulations defined to understand readability and interpret
it in quantifiable terms for instance - Flesch-Kincaid Reading Ease Score [21], Dale–
Chall formula [22], Gunning-Fog Score [23], McLaughlin's SMOG formula [20]. For
privacy policies, there have been many studies calculating readability for privacy policies [24–27]. Unfortunately, no standards or guidelines are available for the minimum
score that companies should attain. However, the Flesch score has been used by Florida’s insurance law and companies are expected to achieve a minimum score of 45 for
readable text in insurance policies [28]. The Flesch score is also the most widely used
formula and one of the most reliable and tested formula for readability [29]. Therefore
based on the above reasons, for this paper, the Flesch score is selected to measure readability.
Usability
ISO 9241 defines usability as “Extent to which a product can be used by specified users
to achieve specified goals with effectiveness, efficiency and satisfaction in a specified
context of use” [30]. Usability in context of Art 12 is about the effectiveness in using a
company’s website to access the required privacy policy. Usability has been extensively
studied in Human-Computer Interaction (HCI) field [31] and many theoretical models
have been proposed to measure usability [32–35], especially from a theoretical modelling perspective.. However, most models have subjective constructs like learnability,
supportability consistency etc. For measuring uncertainty related to usability, constructs defined in a paper by Lee and Kozar on Understanding of website usability [34]

are used. Lee and Kozar extracted usability requirements from the literature and consolidated them into ten major constructs to measure usability.

Accessibility
Along with usability, the requirements that information is presented in ‘easily accessible form’ also include accessibility which is, in context of websites, defined as features
using with “people with disabilities can use the Web … more specifically [they] can
perceive, understand, navigate, and interact with the Web” [36]. According to W3C,
accessibility does not solely focus on social inclusion of people with disabilities but
also considering older people, people in rural areas etc. Technological advances, especially the use of mobile based apps, require companies to address changing accessibility
issues[37], for instance touch based navigation. Web Content Accessibility Guidelines
(WCAG) provide a good set of requirements that can be checked for measuring uncertainty for compliance. Also, on their website of 70+ tools have been listed which can
be directly used to rate accessibility [38].
Completeness
Completeness refers to the exhaustiveness of the privacy policy and is related to the
requirement of transparency in communication. Art 12 mentions a list of things that
companies should include in the privacy policy – 1) info referred in Art 14 and 14a and
2) communication related to Art 15 to 20 and Art 32. Hence, for measuring completeness, a checklist can be prepared based on the article. Although, PIA tools have a subsection to check exhaustiveness of the privacy policies, most of them are based on the
older directive and need to be updated to include the changes in the regulation [39, 40].

3

Conclusions and Future Work

Hence, the paper deals with tackling subjectivity of the new GDPR and identifies measurable constructs to translate the requirements objectively. Based on the constructs, uncertainty in complying with the regulation can be estimated. For quantifiable constructs
(conciseness and readability) we take a large sample of privacy policy per industry and
use statistics to calculate benchmarks for a particular industry. For the remaining nonquantifiable constructs (usability, accessibility, completeness) we prepare a checklist
to check compliance and identify the gaps i.e. requirements that cannot be assessed by
automated means. This work thus aims to lay a foundation for tools which could automate the process of compliance checks.
For future work, the proposed measures (conciseness, usability, readability and completeness) would be incorporated in a compliance checking tool and would then be validated with industry for checking compliance of their IT applications. The aim is also
to explore advanced methods for more precise estimation of the discussed measures.
For example, the use of machine learning and Natural Language Processing (NLP) as
a mean to automate compliance checking [41] and to improve the readability formulas
[42] would be explored.
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